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AbstractN AUTOFILTER is a tool for automatically deriv-
ing Kalman blter code from high-level declarative spec-
ibcations of state estimation problems. It can generate
code with a range of algorithmic characteristics and for
sewera target platforms. The tool has been designed
with reliability of the generated code in mind and is able
to automatically certify that the code it generatesis free
from various error classes. Since documertation is an
important part of sdftware assuwance, AUTOFILTER can
alsoautomatically generate various human-readable doc-
uments, containing both despn and s&fety related infor-
mation. We discusshow thesefeaures addresssdtware
assurance standards such as DO-178B.
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1. INTRODUCTION

Code to estimate the position and attitude of an air-
craft or spacecrdt is one of the most safety-critical parts
of Bight sdtware. Moreover, the complex underlying
mathematics and abundance of design details make it
error-prone and reliable implemertations costly. Auto-
matic code generation or program synthesis tedniques
can help sdve this predicament by completely automat-
ing the coding phase. A code generator takes as input
a domain-specipc high-level descrption of a task (eg.,
a set of dilerential equations) and producesoptimized
and documerted low-level code (e.g., C or C++) that
is based on algorithms appropriate for the task (eg.,
the extended Kalman Plter). This automation increases
developer productivity andNi n principleNp reverts the
introduction of coding errors. Ultimately, howewer, the
correctnessof the generated code depends on the correct-
nessof the generator itsef. This dependency hasledthe
FAA torequirethat development toolsbequalibedtothe
same level of criticality as the deweloped Right sdtware
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[14]. Unfortunately, due to their size, complexity, and
dynamic nature, the qualibcation of advanced code gen-
eratorsisdi" cult and expensive, which has sewerely lim-
ited their application in RBight sdtware developmert [1].

We have thus deweloped an alternative product-oriented

certibcation approach that breaks the dependency be-
tween generator correctness and code correctness by

cheding each and every generated program individually,

rather than the generator itsef. Our approach usespro-

gram veribcation tedniques based on standard Hoare-

style program logic. It appliesrules of the logic back-

wards and computes, statement by statement, logical

formulae or sdfety obligations which are then processed
furt her by an automatic theaem prover. To perform this
step automatically, howewver, auxiliary annotations are

required throughout the code. We thus extend the code
generator to simultaneously synthesize the code and all

required annotations: since the code generator has full

knowledge about the form the code will take and which

property is being chedked, it can generate the appropri-

ate annotations. This enables a fully automatic certi-

bcation which is transparent to the user and produces
machine-readable certibcates showing that the gener-

ated code doesnot violate the required safety properties.
For DO-178B compliance, this formal certibcation must

be complemented by various forms of (human-readable)

documertation. We have thus extended our system to

automatically generate thesedocumerts, eliminating a

laborious and error-prone step.

Our approach focuseson sdety properties, which are
genreraly acceped as important for quality assuance
and have beenidentibed asimportant by a recert study
within NASA and the aerospace industry [11]. We
currently handle array bounds, variable initialization,
proper sersa input usage (i.e. all input variables are
usedin the computation of the Flter output), and ma-
trix symmetry (i.e., covariance matricesare not skewed).
The last two properties are specibc to the state esti-
mation domain, and are di" cult to chedk with other
tools. The approach can readily be extended to other
properties required by DO-178B, eg., numeric under-
Bow/ overfow.

In this paper we descrbe the extension of our AuTo-
FILTER [17] state estimation code generator by thesecer-
tibcation tedniques. We have applied the extended sys-



tem to a model taken from the attitude control system
of NASA® Deep Space | (DS1) missn and to a sim-
ulation for the space shuttle docking procedure at the
International Space Station. These case studies have
demonstrated that the certibcation approach is feasible
and producesan order of magnitude fewer false alarms
than commercial analysis tools. In Sections 2 and 3 we
give a short overview of the AUTOFILTER system and
dilerent sdtware assuwance tedniques, respectively. In
Section 4, we descrbe our overal approach to synthesiz-
ing certibable code, while we focus in Section 5 on the
automatic generation of human-readable support docu-
mentation. In Section 6 we descrbe the two certibcation
case studiesin more detail, before we conclude in Sec-
tion 7.

2. AUTOFILTER

AUTOFILTER [17] is a domain-speciPc program synthe-
sis system that generates customized Kalman blters for
state estimation tasks speciped in a high-level notation.
It isimplementedin SWI-P rolog [18] and currently com-
prisesabout 75,000 lines of code. AUTOFILTER® speck
bcation language usesdilerential equations for the pro-
cessand measurement models and statistica distribu-
tions to descrbe the noise characteristics. It also allows
same details of the desred sditware conbguration to be
included, such as update intervals and the number of
time steps. Figure 4 in Section 6 contains as an exam-
ple the specibcation of the DS1 attitude estimator. Note
that the specipcations are fully declarative: they only de-
scribe properties of the problem and conbguration con-
straints on the sdution but do not contain any low-level
implementation details.

From such specibcations, AUTOFILTER derives code im-
plementing the specibed task by repeaed application of
schemas. A program schema consists of a parameterized
code fragment or template and a set of constraints for-
malizing the template® applicability to a given task.
Schemas represert the dilerent algorithm families of
the domain such as information Plter, Kalman blter,
or particle blter as well as the algorithm alternatives
within each family such as standard, sequentialized and
Bierman measurement update. The code fragments are
formulated in an intermediate language that is essen
tially a GsanitizedO variant of C (eg., neither point-
ers nor side-elects in expressbns) but also contains a
number of higher-level domain-specibc constructs (eg.,
vector/ matrix operations, Pnite sums, and convergence-
loops). The constraints are formulated in the underly-
ing implementation language (i.e., Prolog) but can use
a number of predelned operations (e.g., to construct
variable declarations) that keep the formulations com-
pact. Schemas can thus be seenas high-level macros
that can be applied to subproblems of a certain struc-
ture. Schema application then roughly corresponds to
macro expansion: when a schema is applied, codeis gen

erated by expanding the template (i.e, instantiating its
parameters) over the problem. Howevwer, there are three
major dilerences. First, the expansion is conditional
and controlled by the constraints; moreover, chedking
the constraints can further instantiate the template pa-
rameters. Secand, the expansion can have multiple so
lutions: when dilerent schemas are applicable to the
same problem as for example a linearized Kalman Plter
and an extended Kalman Plter, AUTOFILTER explores
thesechoicesand generatesalternative sdutions. Third,
AUTOFILTER can perform substantial symbolic calcula-
tions (eg., lineaization, discretization, Taylor seriesex-
pansion) during schema application.

The code fragmentsresuting from the individual schema
applications are assenbled and the resuting codeis opti-
mized and then translated into a chosentarget platform
(i.e, language and libraries) currently, AUTOFILTER
supportsC/ C+ + (both stand-alone and with the Matlab
and Octave libraries) Ada, and Modula-2. Depending
on the specibc platform, the necessey matrix operations
are mappedto library cals or to nestedloops. Typicaly,
the bnal code is between300 and 800 linesof C or C+ +
code including auto-generated commerts.

3. SOFTWARE ASSURANCE

Software assuance approaches can be characterized as
process-aiented or as product-oriented. Process-oiernted
approaches, which are dominant in s&aety-critical do-
mains, focus on organizational aspects; they typicaly
restrict the entire sdtware development processand re-
quire support documertation to show adhererceto the
prescribed processmodel. Product-oriented approaches
focus on the produced artifacts, in particular the saurce
code. They cover a variety of tednigues, ranging from
informal to rigorously formal but typicaly require the
artifacts to saisfy certain criteria. The two approaches
are not exclusive of each other, and sdtware assu-
ance processesypicaly include certain product-oriented
steps. Here, we brielly summarize the most common ap-
proachesand tecniques.

ProcessSandards

The most widely usedstandard in AUTOFILTER@domain
is laid out by the FAA-mandated DO-178B [14], which
covers all phasesof the sdtware developmert process.
DO-178B specipes that the sdtware must be accan-
panied by various documents (eg., requirements spec-
ibcations, system desgns, certibcation plans, etc.) to
achieve Right certibcation. The format of these doc-
uments must meet various guidelines; among others,
they must be unambiguous, complete, modibable, and in
particular traceable. Similarly, system architecture and
saurce code should be Graceable, veribable, and consis-
tentQ The notion of traceaility thus links the diler-

ent phasesand abstraction lewvels together: system re-



guiremerts to sditware requiremerts, high-level require-

ments to low-level requiremerts (i.e, system architec-
ture) to saurce code, and veribcation of requirementsto

implementation of sdtware requiremerts (cf. Section 5).

DO-178B does not prescribe how traceaility is to be
achieved but requires the desgn descrption to address
how the sdtware satiskes the high-level requirements
(including algorithms and data structures, architecture,

I/ O, data/ control Bow, and resaurce limitations), and

link the rationale for design decisions to safety consider-

ations. DO-178B doesnot specify detailed chedlists for

coding standards, although many common error classes
such as memory corruption, out of bounds errors for ar-

rays and loops, and overf3ows are highlighted, and it stip-

ulatesthat unnecessey complexity should be avoided.

Tool QualibcationN In contrast to the earlier DO-178A,
DO-178B recognizes code generation and veribcation
tedhnologies. For tool qualibcation, DO-178B makes a
distinction between tools which can potertially intro-
duceerrors into Right code (i.e., developmernt tools) and
those which cannot (i.e., analysis tools). Developmert
tools needto be qualibed to the same level as the Right
sdtware while analysistools can be qualibed more easily.

Software Assurance Techniques

Testing and SmulationN Testing and simulation are the
two most common (and basic) sdtware assuance tec-
niques. Testing uncovers both implementation and de-
sign errors by execuing the sdtware and comparing its
outputsto the expected resuts. This providesonly lim-
ited assuance because it only demonstrates the pres-
ence of errors but not their abserce, and becauseit can
require the code to be modibed with instrumentation.
Simulation execuesa model of the software and can thus
uncover only design errors. In the state estimation do-
main, Pltersare typicaly prototyped and then simulated
in a high-level language like Matlab, in order to chedk
that the blter convergeswith resuts that are within the
desred tolerance, something which is di" cult to chedk
statically.

Code ReviewsN Detailed manual code reviews are able to
detect roughly half the defects which are ultimately dis-
covered [12], making them an elective and import ant
step in sdtware developmernt, despte the fact that they
are very cost intensive and require experiencedreviewers
(cf. IEEE 12207, MIL STD 498, or DO-178B). Code re-
views are usually carried out with the help of chedlists,
which, howewer, are not standardized and vary widely
betweendilerent application areas, institutions, and re-
viewers. A study in the aerospace industry [12] has re-
suted in a number of important code propertiesand es-
timatesof how di" cult manual cheds of each property
are.

Program AnalysisN Control-Bow and data-Row basedpro-
gram analysis tecniques were originally dewveloped for
application in compilers but can also be usedto iden
tify (potertial) errors in sdtware by automating some
aspects of code reviews, eg., detecting the use of unini-
tializedvariables. More advancedtecniquesare usually
basedon theideas of symbolic execution and abstract inter-
pretation and usesde and e" cient compile-time approx-
imations to compute the set of valuesor behaviors that
can occur at run time. One of the most advanced static
program analysistoolsis PolySpace[13]. It analyzespro-
grams for compliance with a bxed notion of safety that
includes array bound violations and nil-pointer derefer-
ences,and marks unsafe and potertially unsafe program
locations in a marked-up browsable format, thus provid-
ing a limited form of documertation.

Model CheckingN Model cheding exhaustively explores
the space of transitions betweendilerent program states
and cheds whether this state spaceis a logical model for
a given formula. It is particularly well-suited to bnding
concurrency errors caused by unexpected interleavings
of dilerent program threads, such as deadlocks, because
it allows a concise formulation and e" cient chedking of
concurrency propertiesusing temporal logics. Early ap-
proaches such as Spin [8] used separate modeling lan-
guagesbut modern sdtware model chederslike JPF [16]
work directly on the program code and can thus be con-
sidered as an advanced program analysis technique.

Program \eribcationN In principle, axiomatic program
veribcation techniquesoler the highestlevel of assuance
becausethey construct a detailed mathematical proof of
the functional correctnessof the sdtware. They apply
the infererce rules of a program logic to the program
and construct a number of logical formulae or proof obli-
gations, whose validity imply the correctnessof the pro-
gram. In practice, howewver, program veribcation has a
number of sewere limitations. First, it requires detailed
specibcations of the program behavior which needto be
supplied the dewelopers. Secad, the correctness can
only be shown with respect to the specibcation. If the
specibcation contains errors or is incomplete, the assu-
ance provided by the proof can be treacherous. Third, it
can produce a large number of proof obligations. Ched-
ing their validity requires the application of theaem
proving tools which are knowledge- and labor-intensive.

4. SYNTHESIZING CERTIFIABLE CODE

Since a code gererator is a sdtware dewvelopment tool,
DO-178B requires its qualibcation to Bight-critical lev-
els before the generated code can be deployed in an air-
craft. The goal of this qualibcation step is to demon-
strate that the generator cannot introduce errors into
the generated sdtware, which is usually done by showing
that producescorrect code for all possble inputs. This
isstill aprocess-oiernted assuranceapproachNi t certibes



the (now fully automated) sdtware developmernt process.

Howevwer, this is impractica for a large code generator
like AUTOFILTER that accefts a wide variety of specib-
cations and can produce a wide range of programs. A
more feasible alternative isto employ a product-oriented
approach and to certify the generated programs individ-
ually.

Certibable Synthesis Architecture

Formal certibcation is based on the idea that a mathe-
matica proof of some aspect of a sdftware system can be
regarded as a certibcat e of correctnesswhich can be sub-
jected to external scrutiny. It is a limited variant of full
program veribcation because it only proves individual
propertiesand not the complete behavior, but it usesthe
same underlying technology. A certibable program syn-
thesis systan generates and formally certibes code. Our
system comprisesa number of dilerent componens, as
shown in Figure 1. At its core is the original synthe-
sis system. This is extended with a veribcation condi-
tion generator (VCG), simpliber (for the generated ver-
ibcation conditions), and an automated theaem prover
(ATP). Thesecomponents are descrbed below and in
more detail in [3], [4], [5].

Asin standard in proof carrying code [10], the architec-
ture distinguishes between trusted and untrusted com-
ponerts, shown in Figure 1 in red (dark grey) and
blue (light grey), respectively. Componerts are caled
trustedNa nd must thus be correctNi f any errors in them
can compromise the assuance provided by the overal
system. Untrusted componerts, on the other hand, are
not crucial to the assuance because their resuts are
double-theded by at least one trusted componert. In
particular, the correctness of the certibcation system
does not depend on the corectnessof the two largest
componerts: the synthesier, and the thearem prover;
instead, we needonly trust the safety policy, the VCG,
and the proof cheder.

Our certibcation approach works on the saurce code level
but the complete certibcation chain should properly go
down to the abject code lewvel. This can be achieved by
coupling our system with a certifying compiler [10], [15]
to ensure that the compilation step doesnot compromise
the demonstrated s&fety policy.

Safety Policies

The certibcation tool automatically certibesthat a gen
erated program complieswith a given sdfety policy. This
is a formal characterization that the program does not
Qo wrongQ i.e., does not violate certain conditions.
These conditions are dened by a set of logica rules
and auxiliary demitions, the formal basis of which is
explored in [3].

A keyfeaure of our approach isthat policiesfor dilerent
areas of concern are kept distinct, rather than amalga-
mated into a single logical analysis. This is a conse-
quence of the logical framework, but, more import antly,
it enablesa separation of concerns: dilerent policiescan
be mixed and matched as appropriateto the certibcation
elort at hand. Sincethe safety policiesare defnedin an
explicit and declarative way, the systemis alsoextensible:
userscan dene new palicies, or modify existing ones.

Safety policies exist at two lewels of granularity.
Language-specibc policies can be expressedin terms of
the constructs of the underlying programming language
itsef, eg., array accessesT hey are sersiblefor any given
program writtenin the language, regardlessof the appli-
cation domain. Various coding standards (eg., restric-
tions on the use of loop indices)alsofall into this cate-
gory. Domain-specibc propertiesare, in contrast, specibc
to a particular application domain and not applicable to
all programs. Thesetypically relate to high-level con-
ceps outside the language (e.g., matrix multiplication).
In principle, they are independent of the target program-
ming language although, in practice, they tend to be be
expressedin terms of program fragmerts.

We have integated four dilerent safety policies with
AUTOFILTER so far. Array-bounds sdety (array) re-
quires each accessto an array element to be within the
speciPed upper and lower bounds of the array. Variable
initialization-before-use (init) ensuresthat each variable
or individual array element has beenassigned a dened
value before it is used Both are typical examples of
language-specibc properties. Matrix symmetry (symm)
requirescertain two-dimensional arraysto be symmetric.
Sensar input usage (in-use is a variation of the general
init-property which guaranteesthat each sersar reading
passedas an input to the Kalman blter is actually used
during the computation of the output estimate. These
two examplesare specibc to the state estimation domain.

Generating Safety Obligations

For certibcation purposes,the synthesks system annotates
the code with mark-up information relevant to the se-
lected sdety policy. Theseannotations are part of the
schema and thus are instantiated in parallel with the
code fragments. The annotations contain loca infor-
mation in the form of logical pre- and post-conditions
and loop invariants, which is then propagated through
the code. The fully annotated code is then processed
by the VCG, which appliesthe rules of the saety pol-
icy to the annotated code in order to generate the
sdety conditions. As usual, the VCG works backwards
through the code and sd&fety conditions are generated at
each line. The VCG has beendesigned to be Qrorrect-
by-inspectionQ i.e, to be su' ciertly simple that it is
straightforward to seethat it correctly implements the
rulesof the logic. Hence, the VCG doesnot implement
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Figure 1. Certibable program synthesis: Systam architecture

any optimizations, such as structure sharing on verib-
cation conditions (VCs) or even apply any simplibca
tions. Consequertly, the generated VCstend to be large
and must be simplibed separately; the more manage-
able simplibed veribcation conditions (SVCs) which are
produced are then processedby an automated theaem
prover (ATP). Theresuting proofscan be sert to a proof
cheder.

Proof Search and Checking

Essenially, an ATP is a seach procedure: it applies
the infererce rules of its calculus until it either bnds a
proof or fails becausenone of the rulesare applicable. In
order to handle extra-logical operations as for example
the arithmetic functions, the ATP needs an additional
domain theory that specibes their intended meaning as
axioms. The domain theay is a trusted componert be-
cause inconsistencies and errors in the axioms can lead
to wrong proofs.

Basic AT Pscan beimplementedin a fewlinesof code [2]
and can easily shown to be correct, following the same
Qorrect-by-inspectionOargumernt asthe VCG. However,
the state-d-the-at high performance ATPs in our sys-
tem use complicated calculi, elaborate data structures,
and optimized implementations to increase their power
and obtain fast resuts. This makesa formal veribcation
of their correctnessimpossble in practice. Although
they have been extensively validated by the theaem
proving community, the AT Psthusremain aweak link in
the certibcation chain. As an alternative to formal ver-
ibcation, ATPs can be extended to generate su' ciertly
detailed proofs which can thenbeindependently chedked
by a small and thus veribable algorithm. This is the
same approach we have taken in extending the synthess
system to generate annotated code, rather than directly
verifying the synthesizer. Furt her discussion of thisissue
can be found in [4].

Custamizability

One of the main advantagesof our automated code gen-
erator over commercial tools is the degee to which it
can be customized Each of the main subsystems can be
tailored and guided in various ways to suit specibc ap-
plication requirements. Userscan control the code gen
erator by specifying that particular algorithm scdemas
should be used and that the code be implemented us-
ing one of the target backends. It is also possble to
limit the complexity of the generated code, as required
by DO-178B, either by turning o! various optimizations
(common subexpressbn elimination etc.), or by specify-
ing that loops should be unfolded wherepossble. Thisis
similar to the approach taken by the certifying compiler
descrbed in [15], which avoids optimizations altogether.
Users can also specify which of the various intermedi-
ate artifacts generated during synthesk are to appea in
the generated documentation. Finally, the saety docu-
mertation (which is descrbed in Section 5) can be cus-
tomizedin dilerent ways, including the customization of
the safety policies.

5. DOCUMENTATION GENERATION

A major drawback of most commercial code generators
becanes apparent when their output need to be in-
spected or modibed: the generated code contains little
documertation. In particular, thereis no explanation of
how each of the statements has beengenerated, what ex-
actly they do, and how they relate to the original input
specibcation. In AUTOFILTER, the schema-based syn-
thesks approach is used to automatically generate cus-
tomized commerts together with the generated code.
Typicaly, thereis about one line of auto-generated com-
ment to every two to three lines of actual code. These
commerts descrbe sekcted part s of the algorithm, give
detailed derivations of mathematical formulas, and relate
program constructs and variable namesback to the spec-



ibcation. For thistask, AUTOFILTER usestext templates
which are instantiated and composedtogether with the
code templates.

In addition to the code, AUTOFILTER also generates a
separate documertation suite, which is descrbed below.
It contains a standardized sdtware desgn documert,
sdfety certibcation documentation, and hyperlinked doc-
uments to visualize the links betweenthe VCs and the
generated code.

Design Documentation

Most sdtware processesequire that a detailed soitware
desgn document (SDD) is produced for the sdftware.
The SDD should contain a detailed descrption of the
sdtware, itsinterface, special caling convertions, and so
on. Since keefng this document synchronized with the
actual sdtware isatime-cansuming and error-prone task
in practice, AUTOFILTER hasbeenextended to automati-
cally generate SDDs together with the code from a single
high-level specipcation. This eliminates version prob-
lems and inconsistencies between code and documenta-
tion. Theformat of the SDD follows dilerent NASA and
ANSI standards. It contains an interfacedescription, ad-
ministrative information (names of bles, versions, etc.),
specibe input and output constraints, and synthesis and
compiler warnings. The documernt is hyperlinked to the
input specibcation, the generated code, and any inter-
mediate artifacts generated during synthess. Figure 2
shows same excerpts from an example SDD. Since the
desgn document is generated at synthesstime, it isable
to include design details which would be di" cult toinfer
after the code has beengenerated.

Safety Documentation

In our formal certibcation approach evidencefor thefree-
dom from certain error classesis given as a mathemat-
ical proof. However, these QoroofsOare unlikely to be
recagnized as such by even a mathematician, sincethey
consist primarily of the low-level steps carried out by an
automatedtheaem prover. Moreover, standalone proofs
themselesNeven if they are on a higher level of mathe-
matical abstractionNa re unlikely to be of much interest
to engineers because they do not explicitly refer back
into the program. What is misshg is a trace between
the veribcation conditions and the program being certi-
Ped.

A more general point isthat sgphisticated analysis ted-
niques need to be balanced with more user-fiendly
overviews. T heincreasing useof theaem proversin both
sdtware and hardware veribcation presers a problem
for the applicability of formal methods: how can such
specialized tools be combined with traditional process-
oriented development methods?
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Module name: guaternion_ds 1

Module title IMU + SRU: nonlinear w/ quaternions
Module Version: 3.2
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User: N/A
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Table of Contents

1. Summary

This document describes the specfication, design and generation of code for the module
quaternion_dsl. The code and this document have been generated automatically by the tool
AutoFilter

This document has been generated automatically and should not be modified ma nually

1.1 List of File Names

The following files have been processed or generated by AutoFilter
These files are located

Input Specification:

This desi Ui it
Generate e

Generate e: HTML version

Generated |ntermediate Code:
Generated [nte rmediate Code: HTML version
additioral files

Generic Include Flle

2. Input Specification

The following sections list and describe the input spedfication for the module quaternion_ds 1
This imput specification comprises all the Information which is provided by the user for the
generation of the module guaternion_dsl. Other options, ich can influence the operation of
AutoFilter are entered via command-line options and are lis below

4. Generated Code

4.1 Interface

4.1.1 Input and Output Parameters for Generated Code

Constants
scalar Int [Mumber of meaasurements]
scalar int [Number of state variables]
scalar int [Number of iteration steps]
scalar double [Sampling Interval]

Input Parameters
vector double {0...m_measvars-1) [standand deviation of measurement nolse]
vector double (0...n_statevars-1)
matrix double (D...2, 0...n_steps-1)

vector double

[standard deviation of process noise]
gyro readings]

initial state varable values]

[initial value means]

{0...n_statevars-1)

double (0...n_statevars-1)

BC double (0...n_statevars-1) [initial state noise]

matrix double -(0...m_measvars-1, 0...n_steps-1) [SAU measureme nis]
Output Parameters

matrix double xhat_dsl fiter(0...5, 0...n_steps-1) [Output vector

Figure 2. Generated Software Design Document (excerpts).

We addresstheseisstes by combining our documenta-
tion generation with the formal certibcation. We have
dewveloped a generic framework [6] for generating textual
explanations for why a program is sa&e. We usethe in-
formation obtained from the mathematical analysis of
the sdfitware to produce a detailed textual justibcation



of compliance with the given saety policy, and trace
theseproofs back to the corresponding parts of the pro-
gram. The systemis basedon customizable explanation
templates which convert logica ertitiesthat appea in
the veribcation conditions, such as safety conditions and
loop invariants, into text. It useslabels which are prop-
agated through the VCG and into the VCs so that the
proofs of safety can explicitly refer back to program com-
ponents. Our framework is generic in the sersethat we
can instantiate the systemwith arange of dilerent safety
policies, and can easily add new policiesto the system.
Figure 3 shows an excerpt from an automaticaly gen
erated safety document for the array-bounds safety of a
synthesized program.

The accessa[ a[ 5] ] at line 13 is sde; using the invariant
for the loop at line 9 and the postoondition i =9+1 after the
loop; a[ 5] iswithin 0 and 9; and hence the accessis within
the bounds of the array a declared at line 1.

Figure 3. Generated explanation for array sdety policy

One of the problems is that safety documents can po-
tertially contain a huge amount of information, soit is
essemial to focus attertion where it is neeced. There
are two ways of doing this. First, the user can restrict
attertion either to specibc program variablesor to cer-
tain lines of code so that, in elect, the system does a
slice of the program. Secad, the system has a heuristic
ordering of the importance of various piecesof informa-
tion (for example, information which depends on a loop
invariant is more important that that which comesfrom
an assgnmert, say) sothat the user can setthe lewel of
importance they care about.

Tracing VCsto Code

Our formal certibcation approach works by applying a
VCG to the gernerated annotated code, gererating a
number of VCs, and then serding themto an automated
theaem prover. A VC can fail to be provenfor a number
of reasns. First, theremay be an actual safety violation
in the code. Secand, the generated annotations may be
insu' ciert. The schema only contains annotation tem-
platesthat are specibc to a given safety policy. Third,
the theaem prover may time-aut, either due to the size
and complexity of the VC, or due to an incomplete do-
main theay.

The annotations, which consist of pre- and post-
conditions and loop invariants, need to be propagated
throughout the code. Errors can come from any part of
the template, or from the propagation phase: an anno-
tation might not be propagated far enough, or it might
be propagated out of scqpe. Since the annotations are
automatically generated and propagated, it can thus be
di" cult to determine whether and where they must be
modibed. If any of thesecaseshappens, debugging an at-

tempted certibcation by manually tracing the VCs back
to their saurce is quite di” cult. The veribcation process
isinherertly logically complex, and the VCs can be very
large. The VCs go through substantial simplibcations,
after which they are typicaly of the form (see[4]):

hyp, ! &' hyp, " conc

where a hypothess hyp is either a loop invariant, an in-
dex bound, or a propagated assumption, and the conclu-
sion conc is either an annotated asserion or a generated
sdety condition. Hence, a single VC can depend on a
variety of information distributed throughout the pro-
gram.

Because of thesedi" culties, we have implemented an
automated linking feaure. The synthesied program is
displayed in a web browser along with its VCsin a sep
arate frame. Both are hyperlinked so that if the user
clicks on a VC, the lines of program which correspond
to it will be highlighted, similarly, if the user clicks on a
line of the program, the browser displays all the related
VCs. Thisis achieved with the same approach descrbed
in the previous secton: the generated code is marked
up with labels, which are passedthrough the dilerent
steps of the certibcation system sothat the VCs can re-
fer back to the code. The crucial aspect is to maintain
theselabels during the simplibcation step.

Linking VCs to code is also uselul for safe programs.
Indeed such traceability is an important part of the
assuance provided by the formal certibcation process,
and directly addressesthe tracing from the veribcation
of requiremerts to their implementation, as mandated by
DO-178B.

6. CASE STUDIES

We have tested our certibable synthess approach in
two dilerent Cafter-the-factOcase studies, where we re-
creaed and certibed Kalman blters from the require-
merts of existing applications. In the brst case study
(ds1), weextractedthe mathematical model of the state
estimator from the requiremerts of the attitude control
system of NASA® Deep Space | misson and reformu-
lated it as an AUTOFILTER specibcation, which is shown
in Figure 4. It combinesinputsfrom an inertial measure-
ment unit (IMU) and a star tracker or stellar reference
unit (SRU) to obtain a more accurate estimate of the
attitude of the spacecrdt. The estimator hasthree state
variablesrepresening changein spacecrédt attitude since
the last measurement, and three state variables repre-
serting the IMU gyro drift. It models the IM U-readings
f as a driving function in the processmodel, and only
considers the SRU-readings z as measurements. Thisis
a standard tednique when essenially the same quanti-
tiesare read from dilerent sersas [9, Section XI]. For
this specibcation, AUTOFILTER generates code basedon
an extended Kalman blter. A more detailed descrption



nodel dsl1.

% Process nodel :
% Process noise: u"

XI= Ftx +u

N@©,qal)# w " N(0,q)

const nat n := 6 as O# state variabl esO

data double f(1..3, time) as O MJ readingsO
double x(1..n) as Ostate variable vectorQ
doubl e u(1..n) as Cprocess noise vectorQ
double g(1..n) as Ovariance of process noised
u(l) + gauss(0, q(l)).

equations process_eqs are [

dot x(1) := (hat x(4) - x(4)) - u(l)
+ x(2) * (f(3,t) - hat x(6))
- x(3) * (f(2,t) - hat x(5)),
dot x(2) := ...
dot x(3) := (hat x(6) - x(6)) - u(3)
+ x(1) * (f(2,t) - hat x(5))
- x(2) * (f(1,t) - hat x(4)),
dot x(4) := u(4),
dot x(5) := u(5),
dot x(6) := u(6)
].
% Measurenent nodel: z=x+v
% Measurenent noise: v" N(@O,ral)# v " N(,n)

const nat m:= 3 as O¢ neasurenent variabl esQ
data double z(1..m time) as GSRU readi ngsO

doubl e v(1..m as Oreasurenent noise vectorQ B
double r(1..n) as Ovariance of measurenment noiseQ

v(l) + gauss(0, r(l)).

equat i ons neasurenent _eqs are [
z(1,t) :=x(1) + v(1),
z(2,t) :=x(2) + v(2),
z(3,t) :=x(3) + v(3)

]

% Filter configuration . .
const double delta := 1/400 as O nterval O
units delta in seconds.

estimator dsl filter.

dsl filter::process_nodel = process_eqs.
dsl_filter::neasurenent_nodel = neasurement _egs.
dsl filter::steps = 24000.

dsl filter::time =t.

dsl filter::update_interval = del ta.

dsl filter::initials = xinit()).

output dsl_filter.

Figure 4. Example specibcation for DS1

of the DS1 attitude estimator and the code derivation
processcan be found in [17]; note, however, that AuTo-
FILTER@ specibcation language has evolved and the spec-
ibcations thus diler slightly. The secod case study
(i ss) wastakenfrom a simulation from the spaceshuttle
docking procedure at theInternational Space Station, for
which a dilerent conbguration of an extended Kalman
Plter is generated.

Table 1 summarizes the number of veribcation condi-
tions and the proof elortsinvolved in certifying the two
extended Kalman Plters generated from the ds1- and
i ss-specibcations for the four dilerent safety policies
descrbed in Section 4. Thelinesof code (LoC) are bro-
ken down into linesof (execuable) code and linesof an-
notations. The time T, to synthesize the code and the

Table 1. Certibcation resuts and times (same algorithm,
different policies)

| Spec. | Policy | LoC | Tyun | #VC| Ty
dsl | array|438+ 0| 6.7 1| 08
init | 438+84|10.4| 74| 79.1

in-use| 438+58| 7.6| 21|254.5

symm | 444+ 77 | 68.1| 865 | 838.7

iss | aray|788+ 0312 4| 35
init | 788+88|39.1| 71| 85.7

in-use| 788+62 | 32.3 1| 34.2

symm| 799+79 | 65.8| 480 | 528.6

Table 2. Certibcation resuts and times (same policy,

different algorithms)
| Spec.| Alg.| LoC | Ty |#VC| Ty
dsl par | 438+0| 6.7 1| 0.8
seq |484+0| 8.4 1| 0.7
bi er |589+0|29.0 6| 5.0
i ss par | 788+0 | 31.2 4| 35
seq | 808+0|32.8 3| 26
bi er | 891+0 | 66.4 9| 7.9

time T, to prove the VCs using the automated thearem
prover (e-seheo) are measured on a 2.4GHz standard
PC.

It can be seenthat the proportion of annotations to
execuable code and consequently the number of VCs,
varieswidely depending on the safety policy. Language-
specibc policiestend to be easier than domain-specibc
ones,which require more detailed annotations. The com-
plexity of the generated VCs is well within the capabili-
tiesof current AT Ps. For threeof thefour policies(array,
init, and symm) e-seheo was able to discharge all obli-
gations with average proof times of approximately one
secad. For the in-use policy, the system producesone
unprovable obligation for each of the programs, which
take much longer to detect and thus distort the average
and total proof times. Howewer, it is important to no-
ticethat unprovable obligations do not necessély imply
that the programs will fail but rather indicate problems
that require more detailed human scrutiny. Here, the
unprovable obligations are a consequence of the conser-
vative way the in-usesafety policy is formulated.

In Table 2, in contrast, we compare the elort in certi-
fying three algorithmic variants of the extended Kalman
Plters generated from thesetwo specibcations, for a sin-
gle sdety policy (array). Thesevariants diler in how
the measurement update is implemented. par refersto
the default algorithm generated by our system, where
the updates of the blter loop are expressedin terms of
matrix operations and, in elect, take place in parallel.
In seq, howewer, the measuremerts are processedse-



guertially, one at a time, which is possble when the
measuremerts are not correlated. Thisis more e" cient
since matrix inversescan then be avoided. bi er also
processesthe measurements seqientially, but usesthe
Bierman update [7]. Thisisan example of a square-root
blter, where UD decamposition of the covariance matrix
isusedto minimizeerror propagation. The Bierman up-
date is more algorithmicaly complex and so producesa
greater number of proof obligations. Again, e-seheowas
able to discharge all VCs easily.

7. CONCLUSIONS

We have descrbed our state-d-the-at AUTOFILTER pro-
gram synthess system. It usesa novel combination
of synthess, veribcation and documertation for ultra-
reliability and has beendesgned sothat the certibcation
subsystemis an integal part of the ertire synthess sys-
tem. We believe that documentation and certibcation
capabilities such as this are essemial for formal ted-
niquesto gain accepance, and provide an approach to
merging automated certibcation with traditional certib-
cation procedures.

For future work, in addition to continually increasing
the system@ synthess power (with more algorithmic
schemas, more specipcation features, and allowing more
control over the derivation), we plan to extend it in two
main areas.

First, we are developing a more declarative and explicit
modeling style. Much of the domain knowledge used by
the systemin deriving codeis currently implicit; by mak-
ing it explicit this can be usedto (among other things)
facilitate traceability betweenthe code and its derivation
in the generated documentation.

Secand, we continue to extend the certibcation power of
the system (with more policies, more automation, and a
more integated approach to the documertation gener-
ation subsystems). We are also investigating a sdftware
certibcate management system, which will keeptrack of
theinformation usedduring certibcation, and will enable
and thenrecad audits of the sdftware certibcates.
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