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AbstractÑ AUTOFILTER is a tool for automat ically deriv-
ing Kalman Þlter code from high-level declarat ive spec-
iÞcat ions of state estimat ion problems. It can generate
code with a range of algori thmic characteristics and for
several target plat forms. The tool has been designed
with reliability of the generated code in mind and is able
to automat ically certify that the code it generatesis free
from various error classes. Since documentat ion is an
import ant part of software assurance, AUTOFILTER can
alsoautomat ically generatevarioushuman-readabledoc-
uments, containing both design and safety related infor-
mat ion. We discusshow thesefeatures addresssoftware
assurance standards such as DO-178B.
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1. INTRODUCTI ON

Code to estimate the posit ion and at t itude of an air-
craft or spacecraft is one of the most safety-crit ical part s
of ßight software. Moreover, the complex underlying
mathemat ics and abundance of design details make it
error-prone and reliable implementat ions costly. Auto-
mat ic code generat ion or program synthesis techniques
can help solve this predicament by completely automat-
ing the coding phase. A code generator takes as input
a domain-speciÞc high-level descript ion of a task (e.g.,
a set of di!erent ial equat ions) and produces opt imized
and documented low-level code (e.g., C or C+ + ) that
is based on algori thms appropriate for the task (e.g.,
the extended Kalman Þlter). This automat ion increases
developer productivity andÑi n principleÑp revents the
int roduction of coding errors. Ult imately, however, the
correctnessof thegeneratedcodedependson thecorrect-
nessof the generator itself. This dependency has led the
FAA to require that development toolsbequaliÞedto the
same level of crit icality as the developed ßight software
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[14]. Unfort unately, due to their size, complexity, and
dynamic nature, the qualiÞcat ion of advanced code gen-
erators is di" cult and expensive, which has severely lim-
ited their applicat ion in ßight software development [1].

We have thus developed an alternat ive product-oriented
certiÞcat ion approach that breaks the dependency be-
tween generator correctness and code correctness by
checking each and every generated program individually,
rather than the generator itself. Our approach usespro-
gram veriÞcat ion techniques based on standard Hoare-
style program logic. It applies rules of the logic back-
wards and computes, statement by statement , logical
formulae or safety obligations which are then processed
furt her by an automat ic theorem prover. To perform this
step automat ically, however, auxiliary annotat ions are
required throughout the code. We thus extend the code
generator to simultaneously synthesize the code and all
required annotat ions: since the code generator has full
knowledge about the form the code will take and which
property is being checked, it can generate the appropri -
ate annotat ions. This enables a fully automat ic certi-
Þcat ion which is t ransparent to the user and produces
machine-readable certiÞcates showing that the gener-
ated code doesnot violate the required safety properties.
For DO-178B compliance, this formal certiÞcat ion must
be complemented by various forms of (human-readable)
documentat ion. We have thus extended our system to
automat ically generate thesedocuments, eliminat ing a
laborious and error-prone step.

Our approach focuses on safety properties, which are
generally accepted as import ant for quality assurance
and have beenident iÞed as import ant by a recent study
within NASA and the aerospace industry [11]. We
current ly handle array bounds, variable init ializat ion,
proper sensor input usage (i.e., all input variables are
used in the computat ion of the Þlter output ), and ma-
t rix symmetry (i.e., covariancematricesare not skewed).
The last two properties are speciÞc to the state esti-
mat ion domain, and are di" cult to check with other
tools. The approach can readily be extended to other
properties required by DO-178B, e.g., numeric under-
ßow/ overßow.

In this paper we describe the extension of our AUTO-
FILTER [17] state estimat ion code generator by thesecer-
t iÞcat ion techniques. We have applied the extended sys-
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tem to a model taken from the at t itude control system
of NASAÕs Deep Space I (DS1) mission and to a sim-
ulat ion for the space shut t le docking procedure at the
Internat ional Space Stat ion. These case studies have
demonstrated that the certiÞcat ion approach is feasible
and producesan order of magnitude fewer false alarms
than commercial analysis tools. In Sections 2 and 3 we
give a short overview of the AUTOFILTER system and
di!erent software assurance techniques, respectively. In
Section 4, we describe our overall approach to synthesiz-
ing certiÞable code, while we focus in Section 5 on the
automat ic generat ion of human-readable support docu-
mentat ion. In Section 6 we describe the two certiÞcat ion
case studies in more detail, before we conclude in Sec-
t ion 7.

2. AUTOFI LTER

AUTOFILTER [17] is a domain-speciÞc program synthe-
sis system that generates customized Kalman Þlters for
state estimat ion tasks speciÞed in a high-level notat ion.
It is implemented in SWI-P rolog [18] and current ly com-
prisesabout 75,000 lines of code. AUTOFILTERÕs speci-
Þcat ion language usesdi!erent ial equat ions for the pro-
cessand measurement models and stat istical distribu-
t ions to describe the noisecharacteristics. It also allows
some details of the desired software conÞgurat ion to be
included, such as update intervals and the number of
t ime steps. Figure 4 in Section 6 contains as an exam-
ple the speciÞcat ion of the DS1 at t itude estimator. Note
that the speciÞcat ions are fully declarative: they only de-
scribe properties of the problem and conÞgurat ion con-
straints on the solut ion but do not contain any low-level
implementat ion details.

From such speciÞcat ions, AUTOFILTER derives code im-
plement ing the speciÞed task by repeated applicat ion of
schemas. A program schema consists of a parameterized
code fragment or template and a set of constraints for-
malizing the templateÕs applicability to a given task.
Schemas represent the di!erent algori thm families of
the domain such as informat ion Þlter, Kalman Þlter,
or part icle Þlter as well as the algori thm alternat ives
within each family such as standard, sequent ialized, and
Bierman measurement update. The code fragments are
formulated in an intermediate language that is essen-
t ially a Òsanit izedÓ variant of C (e.g., neither point -
ers nor side-e!ects in expressions) but also contains a
number of higher-level domain-speciÞc constructs (e.g.,
vector/ matrix operat ions, Þnite sums, and convergence-
loops). The constraints are formulated in the underly-
ing implementat ion language (i.e., Prolog) but can use
a number of predeÞned operat ions (e.g., to construct
variable declarat ions) that keep the formulat ions com-
pact. Schemas can thus be seen as high-level macros
that can be applied to subproblems of a certain struc-
ture. Schema applicat ion then roughly corresponds to
macro expansion: when a schema is applied, code is gen-

erated by expanding the template (i.e., instant iat ing its
parameters) over the problem. However, there are three
major di!eren ces. First, the expansion is condit ional
and controlled by the constraints; moreover, checking
the constraints can furt her instant iate the template pa-
rameters. Second, the expansion can have mult iple so-
lut ions: when di!erent schemas are applicable to the
same problem as for example a linearized Kalman Þlter
and an extended Kalman Þlter, AUTOFILTER explores
thesechoicesand generatesalternat ive solut ions. Third,
AUTOFILTER can perform substant ial symbolic calcula-
t ions (e.g., linearizat ion, discretizat ion, Taylor seriesex-
pansion) during schema applicat ion.

Thecode fragments result ing from the individual schema
applicat ions are assembledand the result ing code is opt i-
mized and then translated into a chosentarget plat form
(i.e., language and libraries); current ly, AUTOFILTER

support sC/ C+ + (both stand-aloneand with theMat lab
and Octave libraries), Ada, and Modula-2. Depending
on the speciÞc plat form, the necessary matrix operat ions
are mapped to library calls or to nested loops. Typically,
the Þnal code is between300 and 800 linesof C or C+ +
code including auto-generated comments.

3. SOFTWARE ASSURANCE

Software assurance approaches can be characterized as
process-oriented or as product-oriented. Process-oriented
approaches, which are dominant in safety-crit ical do-
mains, focus on organizat ional aspects; they typically
restrict the ent ire software development processand re-
quire support documentat ion to show adherence to the
prescribed processmodel. Product-oriented approaches
focus on the produced art ifacts, in part icular the source
code. They cover a variety of techniques, ranging from
informal to rigorously formal but typically require the
art ifacts to sat isfy certain criteria. The two approaches
are not exclusive of each other, and software assur-
anceprocessestypically include certain product-oriented
steps. Here,we brießy summarize the most common ap-
proachesand techniques.

ProcessStandards

Themost widely usedstandard in AUTOFILTERÕsdomain
is laid out by the FAA-mandated DO-178B [14], which
covers all phasesof the software development process.
DO-178B speciÞes that the software must be accom-
panied by various documents (e.g., requirements spec-
iÞcat ions, system designs, certiÞcat ion plans, etc.) to
achieve ßight certiÞcat ion. The format of these doc-
uments must meet various guidelines; among others,
they must be unambiguous, complete, modiÞable, and in
part icular traceable. Similarly, system architecture and
source code should be Òtraceable, veriÞable, and consis-
tentÓ. The not ion of t raceability thus links the di!er-
ent phasesand abstraction levels together: system re-
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quirements to software requirements, high-level require-
ments to low-level requirements (i.e., system architec-
ture) to source code, and veriÞcat ion of requirements to
implementat ion of software requirements (cf. Section 5).
DO-178B does not prescribe how traceability is to be
achieved but requires the design descript ion to address
how the software sat isÞes the high-level requirements
(including algori thms and data structures, architecture,
I/ O, data/ control ßow, and resource limitat ions), and
link the rat ionale for design decisions to safety consider-
at ions. DO-178B doesnot specify detailed checklists for
coding standards, although many common error classes
such as memory corrupt ion, out of bounds errors for ar-
raysand loops, and overßowsare highlighted, and it stip-
ulates that unnecessary complexity should be avoided.

Tool QualiÞcationÑ In contrast to the earl ier DO-178A,
DO-178B recognizes code generat ion and veriÞcat ion
technologies. For tool qualiÞcat ion, DO-178B makes a
distinction between tools which can potent ially int ro-
duceerrors into ßight code (i.e., development tools) and
those which cannot (i.e., analysis tools). Development
tools needto be qualiÞed to the same level as the ßight
software while analysis tools can bequaliÞedmore easily.

SoftwareAssurance Techniques

Testing and SimulationÑ Testing and simulat ion are the
two most common (and basic) software assurance tech-
niques. Testing uncovers both implementat ion and de-
sign errors by execut ing the software and comparing its
outputs to the expected results. This providesonly lim-
ited assurance because it only demonstrates the pres-
ence of errors but not their absence, and because it can
require the code to be modiÞed with instrumentat ion.
Simulat ion executesa model of the software and can thus
uncover only design errors. In the state estimat ion do-
main, Þltersare typically prototyped and then simulated
in a high-level language like Mat lab, in order to check
that the Þlter convergeswith results that are within the
desired tolerance, something which is di" cult to check
stat ically.

CodeReviewsÑDetailed manual code reviews are able to
detect roughly half the defects which are ult imately dis-
covered [12], making them an e!ect ive and import ant
step in software development , despite the fact that they
are very cost intensive and require experiencedreviewers
(cf. IEEE 12207, MIL STD 498, or DO-178B). Code re-
views are usually carri ed out with the help of checklists,
which, however, are not standardized and vary widely
betweendi!erent applicat ion areas, institut ions, and re-
viewers. A study in the aerospace industry [12] has re-
sulted in a number of import ant code propertiesand es-
t imates of how di" cult manual checks of each property
are.

ProgramAnalysisÑControl-ßow and data-ßow basedpro-
gram analysis techniques were originally developed for
applicat ion in compilers but can also be used to iden-
t ify (potent ial) errors in software by automat ing some
aspects of code reviews, e.g., detecting the useof unini-
t ializedvariables. More advancedtechniquesare usually
basedon the ideasof symbolic execution and abstract inter-
pretation and usesafe and e" cient compile-time approx-
imat ions to compute the set of valuesor behaviors that
can occur at run t ime. One of the most advanced stat ic
program analysis tools isPolySpace[13]. It analyzespro-
grams for compliance with a Þxed not ion of safety that
includes array bound violat ions and nil -pointer derefer-
ences,and marks unsafe and potent ially unsafe program
locat ions in a marked-up browsable format , thus provid-
ing a limited form of documentat ion.

Model CheckingÑ Model checking exhaustively explores
the spaceof t ransit ions betweendi!erent program states
and checks whether this state spaceis a logical model for
a given formula. It is part icularly well-suited to Þnding
concurrency errors caused by unexpected interleavings
of di!erent program threads, such as deadlocks, because
it allows a concise formulat ion and e" cient checking of
concurrency propertiesusing temporal logics. Early ap-
proaches such as Spin [8] used separate modeling lan-
guagesbut modern software model checkerslikeJPF [16]
work directly on the program code and can thus be con-
sidered as an advanced program analysis technique.

Program VeriÞcationÑ In principle, axiomat ic program
veriÞcat ion techniqueso!er thehighest level of assurance
becausethey construct a detailed mathemat ical proof of
the functional correctnessof the software. They apply
the inference rules of a program logic to the program
and construct a number of logical formulae or proof obli-
gations, whosevalidity imply the correctnessof the pro-
gram. In practice, however, program veriÞcat ion has a
number of severe limitat ions. First, it requires detailed
speciÞcat ions of the program behavior which needto be
supplied the developers. Second, the correctness can
only be shown with respect to the speciÞcat ion. If the
speciÞcat ion contains errors or is incomplete, the assur-
anceprovided by the proof can be treacherous. Third, it
can producea large number of proof obligat ions. Check-
ing their validity requires the applicat ion of theorem
proving tools which are knowledge- and labor-intensive.

4. SYNTHESI ZI NG CERTI FI ABL E CODE

Since a code generator is a software development tool,
DO-178B requires its qualiÞcat ion to ßight -crit ical lev-
els before the generated code can be deployed in an air-
craft . The goal of this qualiÞcat ion step is to demon-
strate that the generator cannot int roduce errors into
the generated software, which is usually done by showing
that producescorrect code for all possible inputs. This
isstill a process-orientedassuranceapproachÑi t certiÞes
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the(now fully automated) software development process.
However, this is impractical for a large code generator
like AUTOFILTER that accepts a wide variety of speciÞ-
cat ions and can produce a wide range of programs. A
more feasible alternat ive is to employ a product-oriented
approach and to certify the generated programs individ-
ually.

CertiÞable SynthesisArchitecture

Formal certiÞcation is based on the idea that a mathe-
mat ical proof of some aspect of a software system can be
regarded as a certiÞcate of correctnesswhich can be sub-
jected to external scrut iny. It is a limited variant of full
program veriÞcat ion because it only proves individual
propertiesand not the complete behavior, but it usesthe
same underlying technology. A certiÞable program syn-
thesissystem generates and formally certiÞes code. Our
system comprisesa number of di!erent components, as
shown in Figure 1. At its core is the original synthe-
sis system. This is extended with a veriÞcat ion condi-
t ion generator (VCG), simpliÞer (for the generated ver-
iÞcat ion condit ions), and an automated theorem prover
(ATP). Thesecomponents are described below and in
more detail in [3], [4], [5].

As in standard in proof carry ing code [10], the architec-
ture distinguishes between trusted and untrusted com-
ponents, shown in Figure 1 in red (dark grey) and
blue (light grey), respectively. Components are called
trustedÑa nd must thus be correctÑi f any errors in them
can compromise the assurance provided by the overall
system. Untrusted components, on the other hand, are
not crucial to the assurance because their results are
double-checked by at least one trusted component . In
part icular, the correctness of the certiÞcat ion system
does not depend on the correctnessof the two largest
components: the synthesizer, and the theorem prover;
instead, we needonly t rust the safety policy, the VCG,
and the proof checker.

Our certiÞcat ion approach workson thesourcecode level
but the complete certiÞcat ion chain should properly go
down to the object code level. This can be achieved by
coupling our system with a certifying compiler [10], [15]
to ensure that the compilat ion step doesnot compromise
the demonstrated safety policy.

Safety Policies

The certiÞcat ion tool automat ically certiÞesthat a gen-
erated program complieswith a given safety policy. This
is a formal characterizat ion that the program does not
Ògo wrongÓ, i.e., does not violate certain condit ions.
These condit ions are deÞned by a set of logical rules
and auxiliary deÞnit ions, the formal basis of which is
explored in [3].

A key feature of our approach is that policiesfor di!erent
areas of concern are kept distinct, rather than amalga-
mated into a single logical analysis. This is a conse-
quence of the logical framework, but , more import ant ly,
it enablesa separat ion of concerns: di!erent policiescan
be mixed and matched as appropriate to the certiÞcat ion
e!o rt at hand. Sincethe safety policiesare deÞned in an
explicit and declarat iveway, thesystem is alsoextensible:
userscan deÞne new policies,or modify existing ones.

Safety policies exist at two levels of granulari ty.
Language-speciÞc policies can be expressedin terms of
the constructs of the underlying programming language
itself, e.g., array accesses.They are sensible for any given
program wri t ten in the language, regardlessof the appli-
cat ion domain. Various coding standards (e.g., restric-
t ions on the use of loop indices) also fall into this cate-
gory. Domain-speciÞc propertiesare, in contrast, speciÞc
to a part icular applicat ion domain and not applicable to
all programs. Thesetypically relate to high-level con-
cepts outside the language (e.g., matrix mult iplicat ion).
In principle, they are independent of the target program-
ming language although, in practice, they tend to be be
expressedin terms of program fragments.

We have integrated four di!erent safety policies with
AUTOFILTER so far. Array-bounds safety (array) re-
quires each accessto an array element to be within the
speciÞed upper and lower bounds of the array. Variable
init ializat ion-before-use(init) ensures that each variable
or individual array element has beenassigned a deÞned
value before it is used. Both are typical examples of
language-speciÞc properties. Matrix symmetry (symm)
requirescertain two-dimensional arrays to besymmetric.
Sensor input usage (in-use) is a variat ion of the general
init-property which guaranteesthat each sensor reading
passedas an input to the Kalman Þlter is actually used
during the computat ion of the output estimate. These
two examplesare speciÞc to thestateestimat ion domain.

Generating Safety Obligations

For certiÞcat ion purposes,thesynthesis systemannotates
the code with mark-up informat ion relevant to the se-
lected safety policy. Theseannotat ions are part of the
schema and thus are instant iated in parallel with the
code fragments. The annotat ions contain local infor-
mat ion in the form of logical pre- and post-condit ions
and loop invariants, which is then propagated through
the code. The fully annotated code is then processed
by the VCG, which applies the rules of the safety pol-
icy to the annotated code in order to generate the
safety condit ions. As usual, the VCG works backwards
through the code and safety condit ions are generated at
each line. The VCG has been designed to be Òcorrect-
by-inspectionÓ, i.e., to be su" cient ly simple that it is
straight forward to seethat it correctly implements the
rulesof the logic. Hence, the VCG doesnot implement
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Figure 1. CertiÞable program synthesis: System architecture

any opt imizat ions, such as structure sharing on veriÞ-
cat ion condit ions (VCs) or even apply any simpliÞca-
t ions. Consequent ly, the generated VCs tend to be large
and must be simpliÞed separately; the more manage-
able simpliÞed veriÞcat ion condit ions (SVCs) which are
produced are then processedby an automated theorem
prover (ATP). Theresult ing proofscan besent to a proof
checker.

Proof Search and Checking

Essent ially, an ATP is a search procedure: it applies
the inference rules of its calculus unt il it either Þnds a
proof or fails becausenone of the rulesare applicable. In
order to handle ext ra-logical operat ions as for example
the ari thmetic functions, the ATP needs an addit ional
domain theory that speciÞes their intended meaning as
axioms. The domain theory is a t rusted component be-
cause inconsistencies and errors in the axioms can lead
to wrong proofs.

Basic ATPs can be implemented in a few linesof code [2]
and can easily shown to be correct, following the same
Òcorrect-by-inspectionÓargument as the VCG. However,
the state-of-the-art high performance ATPs in our sys-
tem use complicated calculi, elaborate data structures,
and opt imized implementat ions to increase their power
and obtain fast results. This makesa formal veriÞcat ion
of their correctness impossible in practice. Although
they have been extensively validated by the theorem
proving community, theATPs thus remain a weak link in
the certiÞcat ion chain. As an alternat ive to formal ver-
iÞcat ion, ATPs can be extended to generate su" cient ly
detailed proofs which can then be independent ly checked
by a small and thus veriÞable algori thm. This is the
same approach we have taken in extending the synthesis
system to generate annotated code, rather than directly
verifying the synthesizer. Furt her discussion of this issue
can be found in [4].

Customizability

One of the main advantagesof our automated code gen-
erator over commercial tools is the degree to which it
can be customized. Each of the main subsystems can be
tailored and guided in various ways to suit speciÞc ap-
plicat ion requirements. Userscan control the code gen-
erator by specifying that part icular algori thm schemas
should be used, and that the code be implemented us-
ing one of the target backends. It is also possible to
limit the complexity of the generated code, as required
by DO-178B, either by turning o! various opt imizat ions
(common subexpression eliminat ion etc.), or by specify-
ing that loops should be unfolded wherepossible. This is
similar to the approach taken by the certifying compiler
described in [15], which avoids opt imizat ions altogether.
Users can also specify which of the various intermedi-
ate art ifacts generated during synthesis are to appear in
the generated documentat ion. Finally, the safety docu-
mentat ion (which is described in Section 5) can be cus-
tomizedin di!erent ways, including the customizat ion of
the safety policies.

5. DOCUM ENTATI ON GENERATI ON

A major drawback of most commercial code generators
becomes apparent when their output needs to be in-
spected or modiÞed: the generated code contains lit t le
documentat ion. In part icular, there is no explanat ion of
how each of the statements has beengenerated, what ex-
actly they do, and how they relate to the original input
speciÞcat ion. In AUTOFILTER, the schema-based syn-
thesis approach is used to automat ically generate cus-
tomized comments together with the generated code.
Typically, there is about one line of auto-generated com-
ment to every two to three lines of actual code. These
comments describe selected part s of the algori thm, give
detailedderivat ionsof mathemat ical formulas, and relate
program constructs and variable namesback to the spec-
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iÞcat ion. For this task, AUTOFILTER usestext templates
which are instant iated and composed together with the
code templates.

In addit ion to the code, AUTOFILTER also generates a
separate documentat ion suite, which is described below.
It contains a standardized software design document ,
safety certiÞcat ion documentat ion, and hyperlinked doc-
uments to visualize the links between the VCs and the
generated code.

Design Documentation

Most software processesrequire that a detailed software
design document (SDD) is produced for the software.
The SDD should contain a detailed descript ion of the
software, its interface,special calling convent ions, and so
on. Since keeping this document synchronized with the
actual software is a t ime-consuming and error-prone task
in practice,AUTOFILTER hasbeenextended to automat i-
cally generate SDDs together with the code from a single
high-level speciÞcat ion. This eliminates version prob-
lems and inconsistencies between code and documenta-
t ion. The format of the SDD follows di!erent NASA and
ANSI standards. It containsan interfacedescript ion, ad-
ministrat ive informat ion (names of Þles, versions, etc.),
speciÞc input and output constraints, and synthesis and
compiler warnings. The document is hyperlinked to the
input speciÞcat ion, the generated code, and any inter-
mediate art ifacts generated during synthesis. Figure 2
shows some excerpts from an example SDD. Since the
design document is generated at synthesis t ime, it is able
to include design details which would be di" cult to infer
after the code has beengenerated.

Safety Documentation

In our formal certiÞcat ion approach evidencefor the free-
dom from certain error classesis given as a mathemat-
ical proof. However, theseÒproofsÓare unlikely to be
recognized as such by even a mathemat ician, since they
consist primari ly of the low-level steps carri ed out by an
automated theorem prover. Moreover, standalone proofs
themselvesÑeven if they are on a higher level of mathe-
mat ical abstractionÑa re unlikely to be of much interest
to engineers because they do not explicit ly refer back
into the program. What is missing is a t race between
the veriÞcat ion condit ions and the program being certi-
Þed.

A more general point is that sophisticated analysis tech-
niques need to be balanced with more user-friendly
overviews. The increasing useof theorem proversin both
software and hardware veriÞcat ion presents a problem
for the applicability of formal methods: how can such
specialized tools be combined with t radit ional process-
oriented development methods?

Figure 2. Generated SoftwareDesign Document (excerpts).

We address theseissues by combining our documenta-
t ion generat ion with the formal certiÞcat ion. We have
developed a generic framework [6] for generat ing textual
explanat ions for why a program is safe. We use the in-
format ion obtained from the mathemat ical analysis of
the software to produce a detailed textual justiÞcat ion
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of compliance with the given safety policy, and trace
theseproofs back to the corresponding part s of the pro-
gram. The system is basedon customizable explanat ion
templates which convert logical ent it ies that appear in
the veriÞcat ion condit ions, such as safety condit ions and
loop invariants, into text . It useslabels which are prop-
agated through the VCG and into the VCs so that the
proofs of safety can explicit ly refer back to program com-
ponents. Our framework is generic in the sense that we
can instant iate thesystemwith a rangeof di!erent safety
policies, and can easily add new policies to the system.
Figure 3 shows an excerpt from an automat ically gen-
erated safety document for the array-bounds safety of a
synthesized program.

The accessa[ a[ 5] ] at line 13 is safe; using the invariant
for the loop at line 9 and the postcondition i =9+1 after the
loop; a[ 5] is within 0 and 9; and hence theaccessis within
thebounds of thearray a declared at line1.

Figure 3. Generated explanation for array safety policy

One of the problems is that safety documents can po-
tent ially contain a huge amount of informat ion, so it is
essent ial to focus at tent ion where it is needed. There
are two ways of doing this. First, the user can restrict
at tent ion either to speciÞc program variables or to cer-
tain lines of code so that , in e!ect , the system does a
slice of the program. Second, the system has a heuristic
ordering of the import ance of various piecesof informa-
t ion (for example, informat ion which depends on a loop
invariant is more import ant that that which comesfrom
an assignment , say) so that the user can set the level of
import ance they care about .

Tracing VCs to Code

Our formal certiÞcat ion approach works by applying a
VCG to the generated annotated code, generat ing a
number of VCs, and then sending them to an automated
theorem prover. A VC can fail to beproven for a number
of reasons. First, theremay be an actual safety violat ion
in the code. Second, the generated annotat ions may be
insu" cient . The schema only contains annotat ion tem-
plates that are speciÞc to a given safety policy. Third,
the theorem prover may t ime-out , either due to the size
and complexity of the VC, or due to an incomplete do-
main theory.

The annotat ions, which consist of pre- and post-
condit ions and loop invariants, need to be propagated
throughout the code. Errors can come from any part of
the template, or from the propagat ion phase: an anno-
tat ion might not be propagated far enough, or it might
be propagated out of scope. Since the annotat ions are
automat ically generated and propagated, it can thus be
di" cult to determine whether and where they must be
modiÞed. If any of thesecaseshappens, debugging an at-

tempted certiÞcat ion by manually t racing the VCs back
to their source is quite di" cult . The veriÞcat ion process
is inherent ly logically complex, and the VCs can be very
large. The VCs go through substant ial simpliÞcat ions,
after which they are typically of the form (see[4]):

hyp1 ! ááá! hypn " conc

where a hypothesis hyp is either a loop invariant , an in-
dex bound, or a propagated assumpt ion, and the conclu-
sion conc is either an annotated assertion or a generated
safety condit ion. Hence, a single VC can depend on a
variety of informat ion distributed throughout the pro-
gram.

Because of these di" cult ies, we have implemented an
automated linking feature. The synthesized program is
displayed in a web browser along with its VCs in a sep-
arate frame. Both are hyperlinked so that if the user
clicks on a VC, the lines of program which correspond
to it will be highlighted; similarly, if the user clicks on a
line of the program, the browser displays all the related
VCs. This is achieved with the same approach described
in the previous section: the generated code is marked
up with labels, which are passedthrough the di!erent
steps of the certiÞcat ion system so that the VCs can re-
fer back to the code. The crucial aspect is to maintain
theselabels during the simpliÞcat ion step.

Linking VCs to code is also useful for safe programs.
Indeed, such traceability is an import ant part of the
assurance provided by the formal certiÞcat ion process,
and directly addressesthe t racing from the veriÞcation
of requirements to their implementation, as mandated by
DO-178B.

6. CASE STUDI ES

We have tested our certiÞable synthesis approach in
two di!erent Òafter-the-factÓcase studies, where we re-
created and certiÞed Kalman Þlters from the require-
ments of existing applicat ions. In the Þrst case study
(ds1), we extracted the mathemat ical model of the state
estimator from the requirements of the at t itude control
system of NASAÕs Deep Space I mission and reformu-
lated it as an AUTOFILTER speciÞcat ion, which is shown
in Figure 4. It combinesinputs from an inertial measure-
ment unit (IM U) and a star t racker or stellar reference
unit (SRU) to obtain a more accurate estimate of the
at t itude of the spacecraft . The estimator has threestate
variablesrepresent ing change in spacecraft at t itudesince
the last measurement , and three state variables repre-
sent ing the IM U gyro dri ft . It models the IM U-readings
f as a driving function in the processmodel, and only
considers the SRU-readings z as measurements. This is
a standard technique when essent ially the same quant i-
t ies are read from di!erent sensors [9, Section XI]. For
this speciÞcat ion, AUTOFILTER generatescode basedon
an extended Kalman Þlter. A more detailed descript ion
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model ds1.

% Pr ocess model : úx = F t x + u
% Pr ocess noi se: u " N (0, q áI ) # ui " N (0, qi )

const nat n : = 6 as Õ# st at e var i abl esÕ.
dat a doubl e f ( 1. . 3, t i me) as ÕI MU r eadi ngsÕ.
doubl e x( 1. . n) as Õst at e var i abl e vect or Õ.
doubl e u( 1. . n) as Õpr ocess noi se vect or Õ.
doubl e q( 1. . n) as Õvar i ance of pr ocess noi seÕ.
u( I ) ÷ gauss( 0, q( I ) ) .

equat i ons pr ocess_eqs ar e [
dot x( 1) : = ( hat x( 4) - x( 4) ) - u( 1)

+ x( 2) * ( f ( 3, t ) - hat x( 6) )
- x( 3) * ( f ( 2, t ) - hat x( 5) ) ,

dot x( 2) : = . . .
dot x( 3) : = ( hat x( 6) - x( 6) ) - u( 3)

+ x( 1) * ( f ( 2, t ) - hat x( 5) )
- x( 2) * ( f ( 1, t ) - hat x( 4) ) ,

dot x( 4) : = u( 4) ,
dot x( 5) : = u( 5) ,
dot x( 6) : = u( 6)

] .

% Measur ement model : z = x + v
% Measur ement noi se: v " N (0, r áI ) # vi " N (0, ri )

const nat m : = 3 as Õ# measur ement var i abl esÕ.
dat a doubl e z( 1. . m, t i me) as ÕSRU r eadi ngsÕ.
doubl e v( 1. . m) as Õmeasur ement noi se vect or Õ.
doubl e r ( 1. . m) as Õvar i ance of measur ement noi seÕ.
v( I ) ÷ gauss( 0, r ( I ) ) .

equat i ons measur ement _eqs ar e [
z( 1, t ) : = x( 1) + v( 1) ,
z( 2, t ) : = x( 2) + v( 2) ,
z( 3, t ) : = x( 3) + v( 3)

] .

% Fi l t er conf i gur at i on
const doubl e del t a : = 1/ 400 as ÕI nt er val Õ.
uni t s del t a i n seconds.
. . .

est i mat or ds1_f i l t er .
ds1_f i l t er : : pr ocess_model : : = pr ocess_eqs.
ds1_f i l t er : : measur ement _model : : = measur ement _eqs.
ds1_f i l t er : : st eps : : = 24000.
ds1_f i l t er : : t i me : : = t .
ds1_f i l t er : : updat e_i nt er val : : = del t a.
ds1_f i l t er : : i ni t i al s : : = xi ni t ( _) .

out put ds1_f i l t er .

Figure4. Example speciÞcation for DS1

of the DS1 at t itude estimator and the code derivat ion
processcan be found in [17]; note, however, that AUTO-
FILTERÕsspeciÞcat ion languagehasevolvedand thespec-
iÞcat ions thus di!er slight ly. The second case study
(i ss) wastakenfrom a simulat ion from thespaceshut t le
docking procedure at the Internat ional SpaceStat ion, for
which a di!erent conÞgurat ion of an extended Kalman
Þlter is generated.

Table 1 summarizes the number of veriÞcat ion condi-
t ions and the proof e!o rt s involved in certifying the two
extended Kalman Þlters generated from the ds1- and
i ss-speciÞcat ions for the four di!erent safety policies
described in Section 4. The linesof code (LoC) are bro-
ken down into linesof (executable) code and linesof an-
notat ions. The t ime Tsynth to synthesize the code and the

Table 1. CertiÞcation results and times (samealgorithm,
different policies)

Spec. Policy LoC Tsynth #VC Tproof

ds1 array 438 + 0 6.7 1 0.8
init 438 + 84 10.4 74 79.1

in-use 438 + 58 7.6 21 254.5
symm 444 + 77 68.1 865 838.7

i ss array 788 + 0 31.2 4 3.5
init 788 + 88 39.1 71 85.7

in-use 788 + 62 32.3 1 34.2
symm 799 + 79 65.8 480 528.6

Table 2. CertiÞcation results and times (samepolicy,
different algorithms)

Spec. Alg. LoC Tsynth #VC Tproof

ds1 par 438 + 0 6.7 1 0.8
seq 484 + 0 8.4 1 0.7

bi er 589 + 0 29.0 6 5.0
i ss par 788 + 0 31.2 4 3.5

seq 808 + 0 32.8 3 2.6
bi er 891 + 0 66.4 9 7.9

t ime Tproof to prove the VCs using the automated theorem
prover (e-setheo) are measured on a 2.4GHz standard
PC.

It can be seen that the proport ion of annotat ions to
executable code and consequent ly the number of VCs,
varieswidely depending on the safety policy. Language-
speciÞc policies tend to be easier than domain-speciÞc
ones,which require more detailedannotat ions. Thecom-
plexity of the generated VCs is well within the capabili-
t iesof current ATPs. For threeof the four policies(array,
init, and symm) e-setheo was able to discharge all obli-
gat ions with average proof t imes of approximately one
second. For the in-use policy, the system producesone
unprovable obligat ion for each of the programs, which
take much longer to detect and thus distort the average
and total proof t imes. However, it is import ant to no-
t icethat unprovable obligat ions do not necessari ly imply
that the programs will fail but rather indicate problems
that require more detailed human scrut iny. Here, the
unprovable obligat ions are a consequence of the conser-
vat ive way the in-usesafety policy is formulated.

In Table 2, in contrast, we compare the e!o rt in certi-
fying threealgori thmic variants of the extended Kalman
Þlters generated from thesetwo speciÞcat ions, for a sin-
gle safety policy (array). Thesevariants di!er in how
the measurement update is implemented. par refers to
the default algori thm generated by our system, where
the updates of the Þlter loop are expressedin terms of
matrix operat ions and, in e!ect , take place in parallel.
In seq, however, the measurements are processedse-
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quent ially, one at a t ime, which is possible when the
measurements are not correlated. This is more e" cient
since matrix inversescan then be avoided. bi er also
processesthe measurements sequent ially, but uses the
Bierman update [7]. This is an example of a square-root
Þlter, whereUD decomposit ion of the covariancematrix
is usedto minimizeerror propagat ion. The Bierman up-
date is more algori thmically complex and so producesa
greater number of proof obligat ions. Again, e-setheowas
able to discharge all VCs easily.

7. CONCL USI ONS

We have described our state-of-the-art AUTOFILTER pro-
gram synthesis system. It uses a novel combinat ion
of synthesis, veriÞcat ion and documentat ion for ult ra-
reliability and has beendesigned sothat the certiÞcat ion
subsystem is an integral part of the ent ire synthesis sys-
tem. We believe that documentat ion and certiÞcat ion
capabilit ies such as this are essent ial for formal tech-
niques to gain acceptance, and provide an approach to
merging automated certiÞcat ion with t radit ional certiÞ-
cat ion procedures.

For future work, in addit ion to cont inually increasing
the systemÕs synthesis power (with more algori thmic
schemas, more speciÞcat ion features, and allowing more
control over the derivat ion), we plan to extend it in two
main areas.

First, we are developing a more declarat ive and explicit
modeling style. Much of the domain knowledge usedby
thesystemin deriving code iscurrent ly implicit ; by mak-
ing it explicit this can be used to (among other things)
facilitate t raceability betweenthecodeand itsderivat ion
in the generated documentat ion.

Second, we cont inue to extend the certiÞcat ion power of
the system (with more policies,more automat ion, and a
more integrated approach to the documentat ion gener-
at ion subsystems). We are also investigat ing a software
certiÞcate management system, which will keeptrack of
the informat ion usedduring certiÞcat ion, and will enable
and then record audits of the software certiÞcates.
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